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The Claim: “We can only use

Copilot... everything else is unsafe.”
-Many organizations hear this.
|s it really a security argument?
‘The problem with this is:

Shuts down conversation

Limits innovation
«Creates false confidence

‘Replaces thinking with tool selection
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What This Talk Is

‘NOT vendor comparison
‘NOT anti-Microsoft

-|S about risk, decisions, governance
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Core Thesis
Security is not determined by brand

Security is determined by:
«Governance
ldentity & access
-Data controls
-Architecture
«Agreements
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Privacy

* Collection of personal
information

Security

* Using and disclosing personal
information in authorised
manner

* Confidentiality:
data being stored is
safe from unauthorised
access and use

Protection of
personal
information

* Data quality

* Integrity: data is reliable
and accurate

* Access to personal
information

* Availability: data is available for
use when it is needed
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How many organizations deploy Al

Al TOOL: “We use Copilot &> We’re safe”

IMPLEMENTATION: (Undefined / inconsistent)

DATA CONTROLS: “Don’t put sensitive data...” no enforcement)

IDENTITY & ACCESS: “Everyone has access”

GOVERNANCE: Policies? Agreements? Later... N4
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How we should deploy Al

GOVERNANCE: Policies ® Legal « Compliance ® Agreements

IDENTITY & ACCESS: Who ¢ Authentication ® Roles

DATA CONTROLS: Classification e Retention

IMPLEMENTATION: APIs e Integrations e Guardrails ® Monitoring

Al TOOL: (Copilot, ChatGPT, etc.) N S
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How Al Works

Predicts patterns
-Generates responses
‘Does not think

‘Risk depends on use
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Al /| Human interaction model

&
= » (k=

Human Assisted Al Guardrails Al Assisted Human
e Clarity of requests e Ethics *  Verify

* Ideate *  Privacy *  Question

* Reenforce * Bias * Challenge

* Refine * Ideate

Source: Doug Jacobson, Stephanie Hansen
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Where Does Data Go?

-Depends on platform, config, APIl, agreements

‘Not all tools behave the same
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The Real Question

NOT: Which Al is safe?

o|S: What risks exist in how we use
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Four Types of Risk

‘Cybersecurity
‘Perceived
-Compliance
‘Vendor comfort
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Cybersecurity Risk

-Data leakage

ldentity compromise CYBER R|SK:

-Misconfiguration

APl misuse
-Bias
Validation
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Data Leakage

‘Goes beyond feeding the model
Sensitive prompts

Fl-

i
| DATA LEAKAGE

Internal exposure

-Mitigation: classify data, control access
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Bias

-Bias in data and prompts
Al has inherent bias based on the data and the guestion

‘Impacts decisions
Al might not have the most recent answer

‘Review results
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Validation

Al hallucinations
-Bad data

‘Always verify
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Perceived Risk

Fear driven by headlines

‘Misunderstanding SHNE]

Over-restriction
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Compliance Risk

‘Regulations @)

-Data handlin oS e
e 2, =t

Retention >/ STANDARDS

-Auditability Ej : /4

-Disclosure POLICIES sogﬁuca

-Ownership

TRANSPARENCY REGULATIONS

Legal exposure
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Governance Framework

‘Objectives
-Stakeholders
‘Risk assessment

Data Governance

-Policies
Training policies
-Acceptable use
‘Vendor agreements
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Vendor Comfort

= 100 STARTUPS USING ARTIFICIAL INTELLIGENCE TO TRANSFORM INDUSTRIES

°1: CONVERSATIONAL Al/ BOTS VISION AUTO ROBOTICS CYBERSECURITY
Familiar vendor

indMeld C«,‘:’ LA Maluuba clarifai @ironocam @nwncw drive.al *lergcu W cyuaNnce Ssiftscience
P— ©) - : . s .
iTies T G ci’gra O owiaimsgn pioPai | @) amorive AN an41. Rokid &P sporkeognition  dazpinstinet
-Easy approvals P e N P R K L
BUSINESS INTELLIGENCE & ANALYTICS A AD, SALES, CRM
=DataRobot ) triracta () rapidminer -is-tamr BISIGOPT f ¥ Tolkio deep  [pERsADO] Cppier CHWRUS

p Ld
: cceontext) ant ® Dataminr- EC‘HF% ) logz.io VN paat NN drawbridge  DigitalGenius  riscl
. CORE Al 5 \ AI T HEALTHCARE
) C O m fo rt ¢ S e C u r I ty afféctiva 77,,;,.,“4 Matsorithivia HO N 1 100 ¥/ Qrrcenome  Weoomox Zzebra @enlitic twoSKAR
» s

¥
N i, iCarbonX A Atomwise deg
& Coonitivescale @B sentient - Voyageruws  s» Numenta p Copegl 2 @D EBmics O 0ODYLON

5

AL B & oV BenevolentAl ¢ Lunit
Bl 5ttt wskumind - Qvicarious 5= Riitzhing A
s bonsal  AYASDI ¥ FINTECH & OTHER
TEXT ANALYSIS/  10T/IIOT COMMERCE INSURANCE () ssten Pprospera
e GENERATION ACAPE KENSHC e
INNOVATI‘N Otextio O nanit - gkonux Resemyes RSS gr?egé:
— = )
— @Corticol ic(;ma' D veroicRIs Obicomreach NuMERal i alphasense @ Desenes ligrade
. ' @umode.ai - .
EICBINSIGHTS Narratescience # Kasisto talla®

IOWA STATE UNIVERSITY Center for Cybersecurity Innovation & Outreach




What Makes Al Safe

|[dentity

-Data classification
‘Monitoring

APl governance
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Questions to Ask

‘Where does data go?
‘Who has access?

|s it stored?

‘Training use?
-Contract terms?
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Final Takeaways

Security # vendor
Governance > tools

Al is a tool
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Q&A

*You don’t outsource responsibility when you
outsource tools.

-dougj@iastate.edu
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